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Abstract

Vehicular ad hoc networks (VANETSs) are promising technologies whose performance depends on
the availability of accurate and up-to-date vehicle information. Vehicles that share anomalous data
can easily degrade the performance of vehicular ad hoc networks. As a result, detecting such
misbehavior is critical for ensuring a vehicular network's security against attackers. The use of traffic
flow theory features has received little attention in most previous misbehavior detection schemes.
The accuracy of cooperative awareness messages (CAMs) shared in VANETs can be assessed using
this theory. To overcome the limitations of previous misbehavior detection schemes, we propose a
data-centric misbehaviour detection system that detects anomalous data VANETSs using traffic flow
theory rules. In the proposed scheme, we consider on-board units as reliable sources of information
alongside roadside units that together help to decrease the costs associated with the nationwide
implementation of roadside units.The results of a simulation evaluation of this misbehavior detection
scheme in various traffic conditions and with various percentages of anomalous information sent by
malicious nodes show that false positive rates are reduced and detection accuracy is improved.

Keywords: Data-Centric Misbehaviour Detection, Context-Awareness, Vehicular Ad Hoc Networks, Traffic
Flow Theory, Anomalous Data, VANET Security



