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21 Intelligent Behavior attack
22 Good-mouthing Attack

23 Bad-mouthing Attack

24 Selective Behavior Attack

25 Time-dependent Attack

26 Location-dependent Attack
27 Self-promoting Attack

28 Direct trust

29 Indirect trust (Recommendation trust)
30 Perimeter mode

31 Forwarding mode

32 Modified promiscuous mode
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1 Vehicular ad hoc networks (VANETS)
2 Mobile ad hoc networks (MANETS)

3 On-board unit (OBU)

4 Vehicle-to-vehicle (V2V)

5 Vehicle-to-infrastructure (V2I)

6 Dedicated short-range communication (DSRC)
7 Location-based routing protocols

8 Topology-based routing protocols

9 Malicious nodes

10 Trust-based

11 Message tampering attack

12 Message falsification attack

13 Sybil attack

14 Entity-centric

15 Data-centric

16 Combination trust

17 Opportunistic Service Attack

18 On-off Attack

19 Conflicting Behavior Attack

20 Newcomer Attack
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Abstract

In recent years, research and development of networks that do not have any dependence on a
predetermined infrastructure have received much attention. Vehicular ad hoc networks are one of
these types of networks that, as a new technology, have a high potential to increase road safety and
ensure the well-being of users. The fixed and mobile nodes that make up these networks participate
in routing by exchanging critical data. These nodes are interconnected for various purposes, such as
improving passengers' safety and traffic control, and exchanging a wide range of information. The
open exchange of information between nodes in networks without infrastructure provides a good
opportunity for malicious nodes to enter the network and disrupt network processes to achieve
profitable goals. Therefore, sending information over a trustworthy and optimal path is one of the
most challenging aspects of vehicular ad networks. So far, various routing protocols have been
proposed to solve this challenge, which have used different criteria to select the appropriate nodes
in their routing. In this paper, a secure location-based routing protocol is proposed in which the
combination trust of each node is considered as one of the basic criteria for selecting that node in the
routing process. The calculation of the combination trust value for each evaluated node is performed
using the direct trust calculation by the evaluating node and the neighbors' recommendation during
the query process using indirect trust. The simulation and evaluation results of the proposed protocol
using NS-2 software show that if the number of malicious nodes in the network increases, the
proposed protocol will perform better than the GPSR protocol in terms of packet forwarding rate,
throughput rate, and end-to-end latency.

Keywords: Secure routing, Vehicular ad hoc network, Trust-based routing protocol, Security of vehicular
ad hoc network



